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<< Content <<

A Penetration Tests vs. Vulnerability Scanning
A Exploiting Frameworks
A Metasploit History
A Payloads
Bind- vs. Reverse Shell
Meterpreter
A MSF in der Anwendung
Benutzeroberflachen

Scanning (Auxiliary Modules)
I Datenbanken
I Passworterz Teil 1

Automatisiertes Hacking
Al OOAl EAEA 8
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<< |ntro <<

A Vulnerability Scans / Vulnerability Management

Technische I9Sicherheitstberpriufungen ausgewahlter/aller
Systeme/(Anwendungen)

Automatisierte Prufungen
Compliance (z.B. PQHK x Jahrlich)

A Pentests

Technische I9Sicherheitstberprifungen ausgewahlter/aller
Systeme/

und automatisierte Prifung

Compliance (z.B. P@I1 x Jahrlich)
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<< |ntro <<

A Was umfassen Exploiting Frameworks?

Vulnerablility Scanner
1 Meist durch Schnittstellen zu externen Produkten realisiert

Passwort Scanner

Portscanner

Service Scanner

Exploits ;)

SEAI 1 OFT0OAUI T AAO | 2A0A00AT" ET 4
Agents(persistent/non persistent)

Zentrale Management Konsole

Scriptingfunktionalitat

Versch. Automatisierungsmechanismen

Fuzzemund weitere Research Maglichkeiten
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<< |ntro <<

A Vortelle
~ umfangreiches Framework
Einheitlich
Getestet
Verlasslich
Automatisiert

AOut of the boxthinking?
AKreativitat des Testers?
— AKnowHowdes Testers?
AWerkzeug fiir NOObs?
A8 OS$crptkiddie®




S ) LN ERSRHED

<< Frameworks <<

A Core Impact von Core Security

http://www.coresecurity.com/content/corampact-
overview

A Canvas/onlmmunity
http://www.immunitysec.com/productscanvas.shtmi

A Metasploit von Rapid 7
http://www.metasploit.com/
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http://www.coresecurity.com/content/core-impact-overview
http://www.coresecurity.com/content/core-impact-overview
http://www.coresecurity.com/content/core-impact-overview
http://www.coresecurity.com/content/core-impact-overview
http://www.coresecurity.com/content/core-impact-overview
http://www.immunitysec.com/products-canvas.shtml
http://www.immunitysec.com/products-canvas.shtml
http://www.immunitysec.com/products-canvas.shtml
http://www.metasploit.com/
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ibilty Viey
ecuted Modules
Nar Status
006 18:26:24  Finishex
26:25
006 18:28:25

d
d

Module Parameters
35:49

 IE Onload Windo
} IS .DLL URL D MSRPC LLSSRV Buffer

TARGET

AGENT_PORT

PROTO

CONNEC

‘arameters

3 MSRPC LLSSRV Buffer Overflow exploit # || Name Value

Module Properties
Brief: ¢

AGENT_PORT:

TARGET:

= /103191
¥ Fingerprints
MAC Addi
MAC Vendor
E Vulnerabilities

build number
edition
rvice p
sion

® fip
* hiip

® htips

¥ loc-srv

* microsoft-ds
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<< Core Impact <<

L il

Module Parameters

Mame Value

= MSRPC LLSSRV Buffer __

BrightStor ARCser
BrightStor Dis
License Client
Unicenter m

localhost

Etlocalagent

4510.3.1.0
210.3.1.1
410.3.1.103

10.3.1.104
Edl[] 3.1.114

iEnable HTTPS exploit R a— - e —
IEnable IMAP status comma g | . | Cancel
ailEnable SN 1TF' auth command

10.3.1.119
3 10.3.1.254
#10.3.1.91
10.1.1.1
drag& drop 710.1.1.15

£10.1.1.254

create function
Max MR WehTnnl GFT Remiest Ruffer Nverfiw Fr

5
&

RPT View | [F] Modules View
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Hilfestellung:

Executed Modules

MName Started Finished Status source ...
IS Printer exploit 05/04/2006 18:26:24 05/04/2006 18:26:24 Finished flocalagent
[ZM IS UNICODE exploit 05/04/2006 18:26:24 05/04/2006 18:26:25 Finished flocalagent
§ Module Log

E:Mo-:iu'_e "MSRPC SPOQLSS Buffer Overflow exploit" (vl1.31) started execution on Wed Rpr 05
3(18:28:59 2008

L
=
]
a
Ln

Expl Entity Properties
(—10| Name
B Tryi & 103191
= _ﬂf Tryi @ Fingerprints
] E conn MAC Address 00-0B-DB-93-BD-63
fﬂ( Runt MAC Vendaor DellESG PCBA Test
£l rryi ¥ Vulnerabiliies
EYE  aren 386
Try
conn netmask
Runt os windows
Tryd =
M build number unknown
| edition Server
service pack unknown
version 2000
services
fip
hitp
https
loc-srv
microsoft-ds

[Py PTO R T R e
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Immunity CANVAS Ver:6.45 | Current Session: default

Eile Listeners Session Help

Immunity CANVAS Veri6.45 | Current Session: Tutorial008

Target File Listeners Session Help

.
+ @ = Curent 1155 16.173.1 current 455 16.173.132 IMMUNITY g
Target Host Stop Exploit ©OS Config =~ Callback Target(s)

) N rysum— —
| |Modules | Search N

ode Tree | Exploit Description

MName Descriptic/ MNode Management | Classic Node View | CANVAS World Map | CmdLine

< Favorites User Defi (GUI Mode)
[+] Note: will revert back to =<<CANVAS=>>> on "detach"

ms08_067 Windows Win32/MOSDEF$ shellshock
rsparsing_xrml MSPARSI Set cached comspec to C:\WINDOWS\system32\cmd.exe
[!'] Turning MOSDEF-Mode into temporary interactive shell

roundcube RoundCut [!'] Mote: will revert back to MOSDEF on "exit"

P MNew MNew Maor shellshocked!
. . Microsoft Windows XP [Version 5.1.2600]

b Exploits CANVAS | (C) Copyright 1985-20601 Microsoft Corp.
P Trojans Post Expl

-

P
b
g
P
B
g
P
i
B

C:\WINDOWS\system32=cd c:\

P Commands Comman
cd c:i

P DoS Denial of |
[ [ C\>|

-

ICurrent Status | Canvas Log Debug Log Data View

Status Action Start Ti
geemR Windows Server Service Underflow (MS08-067) attacking 172.16.173.132:445 (succeeded!) 03:33:f

4

Set Covertness: 1.0
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<< History <<

A
A V1.0z 11 Exploits
A V2.0z Framework wurde neu geschrieben (Perl)
A
A V2.7z7 150 Module, 44.000 Zeilen Sourcecode
A
A V3.1z 450 Module, 150.000 Zeilen Sourcecode
A V3.2 570 Module, 300.000 Zeilen Sourcecode
A
V3.3- ~800 Module, ~420.000 Zeilen Sourcecode, Rapid7
A Juni 2010

A Metasploit wird erwachsend



) LIINIL ERSTRAED

<<Everywhere<

A MetasploiteverywhereS
Linux
Windows
Mac OS X
BSD - R e

OpenWRT nsf > ) 4f :ux /b /ms06 001 wmf setabortproc
IPhond€lPodTouch

nsf exploit(ms06 001 wmf setabortproc) > set]]
8
boooonnon

(QIWHEJRJTJYJUJIjOJP
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<< Payloads <<

A Bind Payload

Payload
Connection
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<< Payloads <<

A Bind Payloadroken

Payload
Connection
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<< Payloads <<

A Reverse Payloads

Payload
Connection
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<< Meterpreter <<

A Verschlisselte Verbindung (SSLv3)
Viel Spal3 dem IDS
A Lauft ausschlief3lich im Arbeitsspeicher
Viel Spal3 dem Forensiker
A AV Evading
Viel Spal} dem Virenscanner
Upload/Download Files

In andere Prozesse migrieren
Systeminfos- ps/getuid/migrate/getpid

> > > >

Meterpreter Scripte
hashdump

Automatisierter Post Exploiting Vorgangun winenum)
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<<|nstall<<

A Auf Backtrack

wget
http://updates.metasploit.com/data/releases/frame

work - 3.5.0 -linux -1686.run

Backup erstellen
root@bt ~# Is -d/ opt /metasploit3*
/ opt /metasploit33 - stable / opt /metasploit334
/ opt /metasploit331 / opt /metasploit341
/ opt /metasploit333 / opt /metasploit34 - stable

Jframework -3.5.0 -linux - L U X Q «nd gutis

A Linux allgemein
http://www.metasploit.com/redmine/projects/framew
ork/wiki/Install _Linux




